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(57)Abstract 

PROBLEM TO BE SOLVED: To provide a system which is capable 
of free control of copying for every piece of information offered by 
recording mediums, communication mediums, etc., of a large 
capacity on the medium side and practical use of offered 
information based on reliable and legitimate copying by encoding the 
information transmitted from a drive to an information transmitting 
means by the use of key information produced by an information 
reproducing device(MPEG board) and by copying and reproducing 
the information which only an information reproducing device having 
the key information used in the encoding process reads through the 
drive. 

SOLUTION: A MPEG board 6 sends the key information produced 
by the corresponding board to a DVD(Digital Video Disk) drive 4. 
The drive 4 produces encoded key information based on the above 
key information to encode the offered information read by the DVD 
2 based on the corresponding key information and to send it to the 
MPEG board 6. The board 6 decodes the offered information which 
has been encoded by using the key information produced by the 
corresponding board. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

IThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the means recordable as an information regenerative apparatus which receives the information read from this 
drive through the means of signal transduction, and carries out a playback output A drive receives key infonmation 
from an information regenerative apparatus, and carries out encryption processing of the information read from the 
mass record medium based on the key information concerned. For the means of signal transduction delivery and an 
information regenerative apparatus The duplicate control approach of the information recorded on the mass record 
medium characterized by carrying out decryption processing of the information which was received from the means 
of signal transduction, and by which encryption processing was carried out using the key information relevant to the 
key information published to the drive, and being able to reproduce. 

[Claim 2] The drive which reads the infi^rmation recorded on the mass record medium, and the information 
regenerative apparatus which receives the information read from this drive through the means of signal 
transduction, and carries out a playback output In the system equipped with the means which can record the 
information transmitted to the means of signal transduction An information regenerative apparatus publishes key 
information to a drive, carry out encryption processing of the information which the drive read from the mass record 
medium based on the key information received from the information regenerative apparatus, and the means of signal 
transduction is passed. The duplicate control approach of the information recorded on the mass record medium 
characterized by carrying out decryption processing of the information which only the information regenerative 
apparatus which published key information recorded on the drive through the means of signal transduction, and 
being able to reproduce. 

[Claim 3] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output The key information to which a drive and an information 
regenerative apparatus relate mutually using random information is generated temporarily. Encipher the information 
which a drive outputs to the means of signal transduction using temporary key information which carried out self- 
generation, and the information which the information regenerative apparatus received from the means of signal 
transduction using temporary key information which carried out self-generation is decrypted. The duplicate control 
approach of the information recorded on the mass record medium characterized by having enabled playback of the 
information read from the drive and making improper playback of the duplicate information which once recorded the 
information read from the drive. 

[Claim 4] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output A drive or an information regenerative apparatus generates 
primary key information based on random information at least A drive and an information regenerative apparatus 
carry out self-generation of the respectively temporary secondary key information based on the key information 
concerned. By enciphering the information which a drive outputs to the means of signal transduction using the 
secondary key information which carried out self-generation, and decrypting the information which the information 
regenerative apparatus received from the means of signal transduction using the secondary key information which 
carried out self-generation The duplicate control approach of the information recorded on the mass record medium 
characterized by having enabled playback of the information read from the drive and making playback of duplicate 
information improper. 

[Claim 5] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output Primary key information is generated based on the random 
information on a drive and an information regenerative apparatus, respectively. Deliver the key information 
concerned mutually and self-generation of the temporary secondary key information is carried out based on the 
each first key information. By enciphering the information which a drive outputs to the means of signal transduction 
using the secondary key information which carried out self-generation, and decrypting the information which the 
information regenerative apparatus received from the means of signal transduction using the secondary key 
information which carried out self-generation The duplicate control approach of the information recorded on the 
mass record medium characterized by having hidden the key information with which encryption and a decryption are 
presented from the means of signal transduction, and making playback of duplicate information improper. 
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[Claim 6] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output Read-out of the information set from a mass record 
medium as the reproductive object is faced a drive. Read specific control information and the duplicate authorization 
level to the duplicate information which was read from the record medium concerned and was once recorded from 
the control information is recognized. When it is the level which duplicate authorization level permits playback of 
duplicate information only with a specific information regenerative apparatus, Using the key information which 
received the information which becomes the basis of a key from the reproduced information regenerative apparatus, 
and was generated based on the information concerned When it is the level which encryption processing of the 
information read from the mass record medium is carried out it delivers to the means of signal transduction, and 
duplicate authorization level forbids playback of the duplicate information on all information regenerative apparatus. 
Receive information more nearly random than the reproduced information regenerative apparatus, and temporary 
key information is generated based on the information concerned. By the specific control information which carried 
out encryption processing of the information read from the mass record medium using the key information 
concerned, delivered to the means of signal transduction, and was recorded on the mass record medium The 
duplicate control approach of the information recorded on the mass record medium characterized by enabling it to 
control duplicate authorization of duplicate information to arbitration. 

[Claim 7] The means of signal transduction is the duplicate control approach claim 1 realized by the computer 
apparatus or other equipments in which the informational record which or is transmitted is possible, 2, 3, 4, 5, or 
given in six. [ information transmission ] 

[Claim 8] An information regenerative apparatus is the duplicate control approach claim 1 realized on the playback 
board which carried the MPEG decoder for MPEGl. MPEG 2, or MPEG4. 2. 3, 4, 5, or given in six. 
[Claim 9] A mass record medium is the duplicate control approach claim 1 realized with the disk which carried out 
fixed record of the provided information including the image information compressed by MPEG1, MPEG 2, or MPEG4, 
2, 3, 4, 5. or given in six. 

[Claim 10] The duplicate control approach of claim 1, 2, or 3 publications with a means to match and save the key 

information generated with the information regenerative apparatus to duplicate information. 

[Claim 1 1] Claim 1 which can set up key information with any value, 2, or the duplicate control approach given in 

three. 

[Claim 1 2] The key information used for processing of encryption or a decryption at least is the duplicate control 
approach 1 by which the contents are changed, 2, 3, 4, 5, or given in six at least at reproductive initiation or every 
termination. 

[Claim 1 3] An information regenerative apparatus is the duplicate control approach according to claim 1 or 2 which 
has the key information on the encryption associated mutually, and the key information on a decryption, and has a 
means to carry out encryption processing of the key information on encryption at least and to send out to a drive. 
[Claim 14] The duplicate control approach according to claim 6 that the contents of the key information used for 
processing of encryption or a decryption at least whenever the contents of the specific control information read 
from a mass record medium change are changed. 

[Claim 15] Claim 1 by which encryption processing of the key information received and passed between a drive and 
an information regenerative apparatus is carried out on the means of signal transduction, 3, 4, 5. or the duplicate 
control approach given in six. 

[Claim 16] The information regenerative apparatus of the mass record medium characterized by coming to prepare a 
means publish key information for decrypting the information received from the drive in the information regenerative 
apparatus equipped with the decoder which regenerates in response to the information which was recorded on the 
mass record medium and read with drive equipment inside, and publish to a drive the key information for enciphering 
the information outputted from a drive. 

[Claim 1 7] The drive equipment of the mass record medium characterized by coming to provide a means hold in 
response to key information from an information regenerative apparatus in case the information recorded on the 
mass record medium reproduces in the drive equipment of the mass record medium which reads the information 
recorded on the mass record medium, and is delivered to an information regenerative apparatus, and a means 
encipher the information which transmits to an information regenerative apparatus based on this key information. 
[Claim 1 8] The drive which reads the information recorded on the mass record medium, and the information 
regenerative apparatus which receives the information read from this drive through the means of signal 
transduction, and carries out a playback output In the system equipped with the means which can record the 
information transmitted to the means of signal transduction as duplicate information The generation means of key 
information and a means to publish key information to a drive are fonmed in an information regenerative apparatus. 
The duplicate control unit which receives the above-mentioned key information in a drive, establishes the means 
which carries out encryption processing of the information read from the mass record medium based on this key 
information, and is characterized by the ability only of the information regenerative apparatus which published key 
information at the drive to reproduce duplicate information. 

[Claim 1 9] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output A means to generate key information is mutually 
established according to an individual for the information relevant to a drive and an information regenerative 
apparatus. A means to encipher the information outputted to a drive at the means of signal transduction using the 
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key information which canried out self-generation is established The duplicate control unit of the information 
recorded on the mass record medium characterized by having established a means to decrypt the information 
received in the information regenerative apparatus from the means of signal transduction using the key information 
which earned out self-generation, and hiding the key information used for encryption and a decryption from the 
means of signal transduction. 

[Claim 20] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output A means to generate primary key information based on 
random information to a drive or an information regenerative apparatus at least is established. The means which 
carries out self-generation of the temporary secondary key information based on the above-mentioned primary key 
information is formed in a drive and an information regenerative apparatus. The duplicate control unit characterized 
by decrypting the information which enciphered the information which a drive outputs to the means of signal 
transduction using the secondary key information which carried out self-generation, and the information 
regenerative apparatus received from the means of signal transduction using the secondary key information which 
carried out self-generation. 

[Claim 21] In the system equipped with the drive which reads the information recorded on the mass record medium, 
and the information regenerative apparatus which receives the information read from this drive through the means 
of signal transduction, and carries out a playback output A means to generate primary key information based on 
random information to each of a drive and an information regenerative apparatus. A means to generate secondary 
key information using the each first key information generated on the both sides is established. The duplicate 
control unit characterized by decrypting the information which enciphered the information which a drive outputs to 
the means of signal transduction using the secondary key information which carried out self-generation, and the 
information regenerative apparatus received from the means of signal transduction using the secondary key 
information which carried out self-generation. 

[Claim 22] The drive which reads the information recorded on the mass record medium, and the information 
regenerative apparatus which receives the information read from this drive through the means of signal 
transduction, and carries out a playback output A means to hold the key information relevant to mutual to a drive 
and an information regenerative apparatus in the system equipped with the means which can record the information 
transmitted to the means of signal transduction as duplicate information. In response to the specific control 
information recorded on the mass record medium, a means to judge the duplicate authorization level of the 
information read from a mass record medium is established. The information read to the drive from the mass record 
medium according to duplicate authorization level Encryption processing is carried out so that the decode 
processing of the duplicate information can be carried out only with an information regenerative apparatus with 
related key information. By or the specific control information which established the means delivered to the means 
of signal transduction, without carrying out encryption processing so that no information regenerative apparatus can 
carry out decode processing of the duplicate information, or performing encryption processing, and was recorded on 
the mass record medium The duplicate control unit characterized by enabling it to control duplicate authorization of 
duplicate information to arbitration. 

[Claim 23] The duplicate control unit according to claim 22 which formed the generation means of key information, 
and a means to publish key information to a drive in the information regenerative apparatus, received the above- 
mentioned key information in the drive, established the means which carries out encryption processing of the 
information read from the mass record medium based on this key information, and enabled playback of duplicate 
information only with the specific information regenerative apparatus. 

[Claim 24] A means to generate key information is mutually established according to an individual for the information 
relevant to a drive and an information regenerative apparatus. A means to encipher the information outputted to a 
drive at the means of signal transduction using the key information which carried out self-generation is established. 
The duplicate control unit according to claim 22 with which a means to decrypt the information received in the 
information regenerative apparatus from the means of signal transduction using the key information which carried 
out self-generation is established, and all the information regenerative apparatus could be made not to carry out 
decode processing of the duplicate information. 

[Claim 25] The means of signal transduction is a duplicate control unit claim 1 8 realized by the computer apparatus 
or other equipments in which the informational record which or is transmitted is possible, 19, 20, 21, 22. or given in 
23. [ information transmission ] 

[Claim 26] An information regenerative apparatus is a duplicate control unit claim 18 realized on the board which 
carried the MPEG decoder for MPEG1. MPEG 2, or MPEG4, 19, 20. 21. 22, or given in 23. 

[Claim 27] A mass record medium is a duplicate control unit claim 18 realized with the disk which carried out fixed 
record of the provided information including the image information compressed by MPEG1, MPEG 2, or MPEG4, 19, 
20. 21, 22, 23, or given in 24. 

[Claim 28] The duplicate control unit of claim 1 8, 22, or 23 publications with a means to match and save the key 
information generated with the information regenerative apparatus to duplicate information. 
[Claim 29] Claim 1 8 which can set up key information with any value. 22, or a duplicate control unit given in 23. 
[Claim 30] The key information used for processing of encryption or a decryption at least is a duplicate control unit 
claim 18 by which the contents are changed, 19, 20. 21. 22, 23. or given in 24 at least at reproductive initiation or 
every termination. 

[Claim 31] An information regenerative apparatus is a duplicate control unit according to claim 18 or 22 which has 
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the key information on the encryption associated mutualty. and the key information on a decryption, and has a 
means to carry out encryption processing of the key information on encryption at least and to send out to a drive. 
[Claim 32] Claim 22 by which the contents of the key information used for processing of encryption or a decryption 
at least whenever the contents of the specific control information read from a mass record medium change are 
changed. 23, or a duplicate control unit given in 24. 

[Claim 33] The duplicate control unit according to claim 18, 20. 21, or 22 with which encryption processing of the 
key information received and passed between a drive and an information regenerative apparatus is carried out on 
the means of signal transduction. 

[Claim 34] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications, In the system which comes to have the means which can record 
the information supplied to an information regenerative apparatus through means of communications as duplicate 
information An information regenerative apparatus publishes key information to information offer equipment, and 
encryption processing of the information transmitted to the information regenerative apparatus of an offer place 
based on the key information which information offer equipment received from the information regenerative 
apparatus is carried out. The duplicate control approach of the information offered by the communication link 
characterized by the ability only of the information regenerative apparatus which published key information used for 
encryption processing to reproduce duplicate information. 

[Claim 35] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications, In the system equipped with the means which can record the 
information supplied to an information regenerative apparatus through means of communications as duplicate 
information The key information to which information offer equipment and an information regenerative apparatus 
relate mutually using randciTi information is generated temporarily. Encipher the information which information offer 
equipment sends out to means of communications using temporary key information which carried out self- 
generation, and the information which the information regenerative apparatus received through means of 
communications using temporary key information which carried out self-generation is decrypted. The duplicate 
control approach of the information offered by the communication link characterized by having enabled informational 
playback received through means of communications, and making improper playback of the duplicate information 
which once recorded the information concerned. 

[Claim 36] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications, In the system equipped with the means which can record the 
information supplied to an information regenerative apparatus through means of communications as duplicate 
information information offer equipment The duplicate authorization information that the authorization level of 
duplicate information is specified is sent out to an information regenerative apparatus. An information regenerative 
apparatus Recognize the authorization level of the duplicate of the information offered based on the duplicate 
authorization information received from information offer equipment, and when it is the authorization level which can 
reproduce duplicate information Deliver to an information regenerative apparatus through means of communications, 
without carrying out encryption processing of the information to offer, and when playback of duplicate information is 
possible authorization level only in a specific information regenerative apparatus Receive key information from an 
information regenerative apparatus, and the provided information which carried out encryption processing based on 
the key information concerned is delivered to an information regenerative apparatus through means of 
communications. When it is the authorization level which forbids playback of duplicate information The duplicate 
control approach of the information offered by the communication link characterized by delivering the provided 
information which generated temporarily the key information to which information offer equipment and an 
information regenerative apparatus relate mutually using random information, and carried out encryption processing 
based on the key information concerned to an information regenerative apparatus through means of 
communications. 

[Claim 37] Means of communications is the duplicate control approach of the information offered by communication 
link claim 34 realized by the communication line connected to a computer apparatus and the equipment concerned, 
35, or given in 36. 

[Claim 38] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications. In the system equipped with the means which can record the 
information supplied to an information regenerative apparatus through means of communications as duplicate 
information A means to generate the key information on a proper at the equipment concerned is formed in an 
information regenerative apparatus. The duplicate control unit of the information offered by the communication link 
characterized by the ability only of the information regenerative apparatus which has the key information with which 
received key information from the information regenerative apparatus, established the encryption processing means 
[ provided information ] based on the key information concerned, and encryption processing was presented in 
information offer equipment to reproduce duplicate information. 

[Claim 39] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications, In the system equipped with the means which can record the 
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information supplied to an information regenerative apparatus through means of communications as duplicate 
information A means which carries out a means to generate key information is mutually established according to an 
individual for the information relevant to each of information offer equipment and an information regenerative 
apparatus. The duplicate control unit of the information offered by the communication link which carries out 
encryption processing of the provided information which information offer equipment sends out to means of 
communications using the key information which carried out self-generation, and is characterized by decrypting the 
information which the information regenerative apparatus received through means of communications using the 
information which carried out self-generation. 

[Claim 40] The information offer equipment which offers information through means of communications, and the 
information regenerative apparatus which receives information from information offer equipment and carries out a 
playback output through means of communications, A means to recognize the duplicate authorization level of the 
information concerned on the occasion of information offer to information offer equipment in the system equipped 
with the means which can record the information supplied to an information regenerative apparatus through means 
of communications as duplicate information, A means to deliver the information to offer to an information 
regenerative apparatus through means of communications, without carrying out encryption processing when 
duplicate authorization information is the level which permits playback of duplicate information. When duplicate 
authorization information is the level which only a specific information regenerative apparatus permits playback of 
duplicate information, Receive the key information which the reproduced information regenerative apparatus 
generated, and the provided information which carried out encryption processing based on the key information 
concerned is delivered to an information regenerative apparatus through means of communications. When duplicate 
authorization information is the level which does not permit playback of duplicate information The duplicate control 
unit of the information offered by the communication link characterized by receiving information more nearly random 
than the reproduced information regenerative apparatus, generating temporary key information based on the 
information concerned, and delivering the provided information which carried out encryption processing based on the 
key information concerned to an information regenerative apparatus through means of communications. 
[Claim 41] Means of communications is the duplicate control unit of the information offered by communication link 
claim 38 realized by the computer apparatus by which the line connection was carried out to the communication line 
and the circuit concerned, 39, or given in 40. 

[Claim 42] An information regenerative apparatus is a duplicate control unit of the information offered by the 
communication link according to claim 38, 39. 40, or 41 realized on the board which carried the MPEG decoder for 
MPEG1. MPEG 2, or MPEG4. 

[Claim 43] Information offer equipment is a duplicate control unit of the information offered by communication link 
claim 38 which transmits provided information including the image information compressed by MPEG1, MPEG 2, or 
MPEG4 to an information regenerative apparatus through means of communications, 39, or given in 40. 
[Claim 44] The read-out equipment which reads information from the medium which recorded provided information 
including image information. The computer apparatus connected to this read-out equipment, and the board which 
regenerates the provided information received with this computer apparatus. It is the computer system equipped 
with the means which can record the information passed to the computer apparatus as duplicate information. To 
read-out equipment A means to generate the 1st key information on arbitration with a random number, and a means 
to hold the 1 st key information, A means to hold in response to the 2nd key information from a board, and a means 
to generate the 3rd key information from the 1 st key information and the 2nd key information, A means to receive 
the 5th key information that the proper was enciphered by the board from a board, to decrypt using the 3rd key 
information, and to hold, A means to send out the 1 st key information to a board, and the means which carries out 
read-out maintenance of the duplicate authorization information from a medium. The means which carries out 
encryption processing of the provided information read from the medium using the 3rd key information or the 5th 
key information according to duplicate authorization information alternatively is provided. On a board A means to 
generate the 2nd key information on arbitration with a random number, and a means to hold the 2nd key information, 
A means to send out the 2nd key information to read-out equipment, and a means to hold in response to the 1st 
key information from read-out equipment. A means to generate the 4th key information from the 1 st key information 
and the 2nd key information, A means to generate the 5th of a proper, and the 6th key information on a board, and a 
means to encipher using the 4th key information and to send out the 5th key information to read-out equipment, A 
means to hold in response to duplicate authorization information from read-out equipment, and the means which 
carries out decryption processing of the provided information received from the computer apparatus using the 4th 
key information or the 6th key information according to duplicate authorization information alternatively are 
provided. When encryption processing is carried out using the 5th key information and decryption processing is 
carried out using the 6th key information. When only the board which published each key information concerned 
makes refreshable duplicate information on the information read from the medium, and carries out encryption 
processing using the 3rd key information and decryption processing is carried out using the 4th key information. The 
duplicate control unit characterized by enabling playback of the information read from the medium and making 
playback of duplicate information improper. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the duplicate control approach and duplicate control unit which are 
applied to information processing system with the regenerative function of the provided information which carries 
out the playback output of the information (provided information is called) in which compression processing was 
carried out by MPEG 2 etc., such as a movie and music. 

[0002] This invention relates to the duplicate control approach and duplicate control unit which can control the 
reuse of the duplicate information at the time of recording the information recorded on mass record media, such as 
CD-ROM and DVD (digital video disc), as duplicate information, and reproducing by the specific control information 
recorded on the medium concerned. 

[0003] This invention receives provided information, such as a movie and music, through means of communications, 
and relates to the informational duplicate control approach and informational duplicate control unit which are applied 
to the computer system equipped with the function which carries out the playback output of the provided 
information concerned and which are offered by communication link. 
[0004] 

[Description of the Prior Art] In the system which carries out the playback output of the information (provided 
information is called) in which is offered from film producing industry or music industry, for example, compression 
processing was carried out by MPEG 2 etc., such as a movie and music, the copy protection technique for 
preventing an ur\just duplicate is needed. 

[0005] In the system which computer-processes the high provided information of added value which was especially 
described above, and carries out a playback output establishment of the reliable copy protection technique instead 
of the copy protection technique of extent canceled by computer processing in which an unjust duplicate can be 
prevented certainly is made indispensable. 

[0006] This conventional seed copy protection technique recorded ur\iust duplicate prevention information on record 
media, such as CD-ROM which recorded provided information, collectively, and this ur\just duplicate prevention 
information was read with provided information, it transmitted to the unjust duplicate arrester, and the unjust 
duplicate is prevented by processing duplicate prevention into provided information. 

[0007] However, in such a conventional copy protection technique, the unjust duplicate of provided information on 
purpose will be allowed in a system configuration to which processing of duplicate prevention is not performed until 
the provided information currently recorded on the disk is transmitted to an uniust duplicate arrester, therefore a 
computer apparatus intervenes as transmission equipment between the read-out equipment of a disk, and a 
regenerative apparatus. 

[0008] Thus, the reliable copy protection technique in which an unjust duplicate could be certainly prevented in the 
system by which it is placed between delivery of provided information by the computer in the former was not 
established, but when it was going to build the system which can incorporate and use a part of provided information 
for a computer alternatively especially, there was a problem of allowing an urjust duplicate for all provided 
information. 
[0009] 

[Problem(s) to be Solved by the Invention] The movie information offered by a mass record medium etc. in the 
former as mentioned above. In the system by which it is placed between delivery of provided information, such as 
music infonmation, by the computer When it is going to build the system which the reliable copy protection 
technique in which an urjust duplicate can be prevented certainly is not established, but can incorporate and use a 
part of provided information for a computer alternatively especially. There was a problem of allowing an urjust 
duplicate for all provided information. 

[0010] This invention was made in view of the above-mentioned actual condition, and aims at offering the reliable 
duplicate control approach and duplicate control unit which can prevent an unjust duplicate certainly also in the 
system by which it is placed between delivery of the information offered by a mass record medium etc. by the 
computer. 

[001 1] Moreover, it aims at offering the utilizable duplicate control approach and the duplicate control unit of the 
provided information by the reliable and always just duplicate which can control duplicate use to arbitration for 
every provided information by the medium side, without showing the key information use for processing of 
encryption and a decryption as a computer apparatus also in the system by which it is place between delivery of the 
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information offer by a mass record medium, communication media, etc. by the computer apparatus in this invention. 
[0012] 

[Means for Solving the Problem] In the system by which it is placed between delivery of the information offered by a 
mass record medium, communication media, etc. by the equipment which a computer etc. can duplicate process, on 
the equipment which a computer etc. can duplicate process, since the information read from the medium is in the 
condition enciphered by the specific key, this invention can control the playback propriety of duplicate information 
to arbitration. 

[0013] Moreover, this invention is set to the system by which it is placed between delivery of the information 
offered by a mass record medium, communication media, etc. by the equipment which a computer etc. can duplicate 
process. The ♦* which does not show directly the key information used for processing of encryption and a 
decryption as the equipment which a computer etc. can duplicate process. The utilizable duplicate control approach 
and duplicate control unit of the provided information by playback of a reliable and always just duplicate which can 
control the reuse of duplicate information to arbitration for every provided information by the medium side are 
offered. In addition, in this invention, it has called it ''playback of duplicate information" to once record the 
information offered by a mass record medium, communication media, etc. on storage etc., to read it, and to 
reproduce. 

[0014] Namely, the drive which reads the information by which this invention was recorded on the mass record 
medium. The information regenerative apparatus which receives the information read from this drive through the 
means of signal transduction, and carries out a playback output. In the system equipped with the means which can 
record the information transmitted to the means of signal transduction as duplicate information Encryption 
processing is carried out using the key information which generated the information received and passed to the 
means of signal transduction from a drive with the information regenerative apparatus, and only an information 
regenerative apparatus with the key information used for encryption processing is characterized by what (that is, a 
time cost copy is permitted) duplicate information is [ a thing ] reproducible. 

[0015] In the above-mentioned system a drive and an information regenerative apparatus moreover, respectively 
The key information mutually related based on random information is generated according to an individual. A drive 
By enciphering the information outputted to the means of signal transduction using the key information which 
carried out self-generation, and decrypting the information which the information regenerative apparatus received 
from the means of signal transduction using the secondary key information which carried out self-generation 
Without passing the key information used for cipher processing and decode processing to the means of signal 
transduction, playback of only an information regenerative apparatus with related key information is permitted, and it 
is characterized by making playback of duplicate information improper. 

[0016] In the above-mentioned system, a drive and an information regenerative apparatus moreover, based on the 
specific control information recorded on the mass record medium When it is the level which recognizes duplicate 
authorization level and permits playback of duplicate information When it is the level which delivers to the means of 
signal transduction, without carrying out encryption processing of the information read from the drive, and permits 
playback of duplicate information only with a specific information regenerative apparatus After carrying out 
encryption processing of the information which read from the drive the information read from the drive using the key 
information generated with the reproduced information regenerative apparatus. When it is the level which delivers to 
the means of signal transduction and forbids playback of duplicate information The key information to which a drive 
and an information regenerative apparatus relate mutually using random information is generated temporarily. It is 
characterized by making improper playback of the duplicate information on all the information regenerative 
apparatus containing the information regenerative apparatus in which only an information regenerative apparatus 
with related key information carries out playback of the information read from the drive possible, and has related key 
information. 

[001 7] Moreover, the information offer equipment with which this invention offers information through means of 
communications and the information regenerative apparatus which receives information from information offer 
equipment through means of communications, and carries out a playback output. In the system equipped with the 
means which can record the information supplied to an information regenerative apparatus through means of 
communications as duplicate information Information offer equipment receives key information from an information 
regenerative apparatus, encryption processing of the information with which an information regenerative apparatus 
is provided based on the key information concerned is carried out, and it is characterized by the ability only of an 
information regenerative apparatus with the key information used for encryption processing to reproduce duplicate 
information. 

[0018] In the above-mentioned system information offer equipment and an information regenerative apparatus 
moreover, respectively Generate the key information mutually related based on random information according to an 
individual, and the information with which an information regenerative apparatus is provided using the cryptographic 
key information in which information offer equipment carried out self-generation is enciphered. By decrypting the 
information which the information regenerative apparatus received from information offer equipment using the 
decryption key information which carried out self-generation, it is characterized by having enabled informational 
playback received through means of communications, and making playback of duplicate information improper. 
[0019] In the above-mentioned system moreover, information offer equipment The duplicate authorization 
information that the authorization level of duplicate information is specified is sent out to an information 
regenerative apparatus. An information regenerative apparatus Recognize the authorization level of the duplicate of 
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the information offered based on the duplicate authorization information received from information offer equipment 
and when it is the authorization level which can reproduce duplicate information Deliver to an information 
regenerative apparatus through means of communications, without carrying out encryption processing of the 
information to offer, and when playback of duplicate information is possible authorization level only in a specific 
information regenerative apparatus Receive key information from an information regenerative apparatus, and the 
provided information which carried out encryption processing based on the key information concerned is delivered 
to an information regenerative apparatus through means of communications. When it is the authorization level which 
forbids playback of duplicate information The key information to which information offer equipment and an 
information regenerative apparatus relate mutually using random information is generated temporarily, and it is 
characterized by delivering the provided information which carried out encryption processing based on the key 
information concerned to an information regenerative apparatus through means of communications. 
[0020] Also in the system by which it is placed between delivery of the information offered by a mass record 
medium, communication media, etc. by having the duplicate controlling mechanism which was described above by 
the equipment which a computer etc. can duplicate process The system which can utilize the provided information 
by the reliable and always just duplicate which can control playback of duplicate information to arbitration for every 
provided information by the medium side can be built without showing the key information used for processing of 
encryption and a decryption as the equipment which a computer etc. can duplicate process. 
[0021] 

[Embodiment of the Invention] With reference to a drawing, the operation gestalt of this invention is explained below. 
Drawing 1 is the block diagram showing the fundamental system configuration in the 1st operation gestalt of this 
invention. Here As an object of duplicate prevention of provided information recorded on the mass storage medium 
(DVD2), such as a movie and music The provided information received and passed to the means of signal 
transduction (PCI) from a drive (DVD drive 4) by carrying out encryption processing using the key information 
generated within the information regenerative apparatus (MPEG board 6) The operation gestalt which only an 
information regenerative apparatus (MPEG board 6) with the key information which carried out encryption 
processing reproduces the information read by the drive (DVD drive 4), and can reproduce and to which a time cost 
copy is permitted is illustrated. 

[0022] In drawing 1 , 1 is a computer apparatus (PC) used as a signal transduction means to deliver the provided 
information read by the drive to an information regenerative apparatus, it incorporates alternatively the provided 
information which was read by the drive here and by which duplicate authorization was carried out, memorizes it to 
the external storage 3, such as HDD and DVD-RAM, and enables processing of edit proofreading, etc. 
[0023] 2 is the DVD disk which recorded provided information set as the object of duplicate control, such as a 
movie and music. While the above-mentioned provided information carries out compression processing by MPEG 2 
and is recorded on this DVD2, corresponding to this provided information, duplicate authorization information 
(CGMS) as shown in drawin g 7 is recorded on a part of media file management information block. 
[0024] 4 is drive equipment which reads the information on DVD2. and has called the DVD drive here. This DVD 
drive 4 receives the key information generated within the information regenerative apparatus, and has the function 
which carries out encryption processing of the provided information read from DVD2 using the key information 
concerned. The concrete example of a configuration of this function is shown in drawin g 2 . 

[0025] 6 is an information regenerative apparatus which receives and carries out playback output processing of the 
provided information read by the DVD drive 4 through a computer apparatus (PC) 1, and has called the MPEG board 
here. This MPEG board 6 carries an MPEG 2 decoder, decodes the provided information which was received through 
the computer apparatus (PC) 1 and in which compression processing was carried out by MPEG 2, and acquires a 
playback print-out Furthermore, while generating key information and sending out that key information to the DVD 
drive 4, it has the function which carries out decryption processing of the provided information using that key 
information in this MPEG board 6. The concrete example of a configuration of this function is shown in drawin g 2 . 
[0026] In the configuration of above-mentioned drawin g 1 , the MPEG board 6 holds the key information concerned 
as a decryption key while publishing key information generated on the board 6 concerned to the DVD drive 4. 
[0027] DVD — a drive — four — the above — a key — information — using — a cryptographic key — generating 

— being concerned — a key — using — DVD — two — reading — having had — provided information — 
encryption — processing — having carried out — after — a computer apparatus — ( — PC — ) — one — minding - 

- the MPEG board 6 — sending out . 

[0028] The MPEG board 6 receives the provided information enciphered from the DVD drive 4 through a computer 
apparatus (PC) 1 , and carries out decryption processing using the decryption key generated on the board 
concerned. 

[0029] By having such a duplicate controlling mechanism, only the MPEG board 6 with the key information used for 
encryption processing records the information read by the DVD drive 4 as duplicate information, and can be 
reproduced. 

[0030] That is, if the DVD drive 4 gives one kind of encryption to one kind (one [ or ]) of provided information, even 
if two or more information regenerative apparatus are connected through information-transmission equipment, the 
reuse of duplicate information of it will become impossible except an information regenerative apparatus with the 
key information with which encryption was presented. 

[0031] In addition, with a concrete configuration, encryption processing is performed to the key information sent to 
the DVD drive 4 from the MPEG board 6. Moreover, with a concrete configuration, if exclusive control of the 
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duplicate by the above-mentioned operation gestalt becomes effective alternatively using the above-mentioned 
duplicate authorization information (CGMS) and gives an example, when bO and b1 of CGMS are "01" in drawin g 7 , 
exclusive control of the above-mentioned duplicate will be attained. 

[0032] Drawing 2 is the block diagram showing the system configuration in the 2nd operation gestalt of this 
invention. Here The duplicate authorization level of the copy free-lancer who enables playback of the duplicate 
information which once recorded the provided information read from the drive according to the duplicate 
authorization information (CGMS) recorded on the mass record medium to all information regenerative apparatus. 
The system with ****** which changes alternatively the authorization level which enables playback of the above- 
mentioned duplicate information only with a specific information regenerative apparatus, and the authorization level 
which permits playback of the above-mentioned duplicate information to no information regenerative apparatus is 
realized. 

[0033] In drawing 2 , CPU of the body of a computer with which 10 and 10A are equivalent to the computer 
apparatus (PC) 1 shown in drawing 1 with a body, and 10 manages system-wide control, and 10A are these system 
buses. Here, duplicate control processing as shown under control of CPU 10 at drawin g 3 thru/or drawin g 6 is 
performed. Moreover, CPU 10 incorporates alternatively the provided information which drive equipment 40 read 
from the information record medium 20 and by which duplicate authorization was carried out memorizes to storage 
30. and processing of edit proofreading, etc. is enabled. 

[0034] 20 is an information record medium equivalent to DVD2 shown in drawing 1 , and while carrying out 
compression processing by MPEG 2 here and being recorded, corresponding to this provided information, duplicate 
authorization information (CGMS) as shown in drawing 7 is recorded on a part of media file management information 
block. 

[0035] 30 is the storage equivalent to the external storage 3 shown in drawin g 1 , and preservation of duplicate 
information, edit proofreadirsir, etc. are presented with it here. 40 is drive equipment equivalent to the DVD drive 4 
shown in drawing 1 . and reads the information on the information record medium 20. Here, it has the code 
generation equipments 41 and 44. the registers 42. 43, 45. 48. and 51 in which a code key is stored, read-out 
equipment 46, the encryption equipments 47 and 49, and decryption equipment 50 grade, and is constituted. 
[0036] Code generation equipment 41 generates a code key (1) based on the random value which used random- 
number-generation equipment A register 42 holds the code key (1) which the code generator 41 generated. A 
register 43 holds the code key (2) received from the regenerative apparatus 60 through system bus 10A. 
[0037] Code generation equipment 44 generates a code key (3) using a code key (1) and a code key (2). A register 
45 holds the code key (3) which the code generator 44 generated. 

[0038] Read-out equipment 46 reads the information recorded on the information record medium 20. Here, provided 
information, such as a movie set as the object of duplicate control and music, and each duplicate authorization 
information (CGMS) as shown in drawin g 7 which shows the duplicate authorization level of the provided information 
concerned are read. 

[0039] Encryption equipment 47 is sent out to a regenerative apparatus 60 through system bus 10A. without 

carrying out encryption processing of the provided information read from the information record medium 20 using 

the code key (3) stored in the register 45, or the provided information cryptographic key (5) stored in the register 51 

according to duplicate authorization information (CGMS), or performing encryption processing. 

[0040] A register 48 holds the duplicate authorization information (CGMS) read from the information record medium 

20. Encryption equipment 49 carries out encryption processing of the duplicate authorization information (CGMS) 

stored in the register 48, and sends it out to a regenerative apparatus 60 through system bus 10A. 

[0041] Decryption equipment 50 decrypts the provided information cryptographic key (5) of the equipment proper 

which was received from the regenerative apparatus 60 and by which encryption processing was carried out A 

register 51 holds the cryptographic key (5) by which decryption processing was carried out with decryption 

equipment 50. 

[0042] 60 is the regenerative apparatus of the provided information equivalent to the MPEG board 6 shown in 
drawing 1 , it carries an MPEG decoder, decodes the provided information which was received through system bus 
lOA and in which compression processing was carried out by MPEG 2, and acquires a playback print-out Here, it 
has the code generation equipments 61 and 64, the registers 62, 63. 65, 69. 71, and 72 in which a code key is stored, 
the decryption equipments 66 and 67, the MPEG 2 decoder 68, and encryption equipment 70 grade, and is 
constituted. 

[0043] Code generation equipment 61 generates a code key (2) based on the random value which used random- 
number-generation equipment A register 62 holds the code key (1) received from drive equipment 40 through 
system bus 10A. A register 63 holds the code key (2) generated with code generation equipment 61, 
[0044] Code generation equipment 64 generates a code key (4) using a code key (1) and a code key (2). A register 
65 holds the code key (4) which the code generator 64 generated. 

[0045] Decryption equipment 66 decrypts the duplicate authorization information (CGMS) which was received from 
drive equipment 40 through system bus 1 0A of the body of a computer and by which encryption processing was 
carried out 

[0046] Decryption equipment 67 is sent out to the MPEG 2 decoder 68. without carrying out decryption processing 
of the provided information received from drive equipment 40 through system bus 1 0A of the body of a computer 
using the code key (4) stored in the register 65. or the provided information decryption key (6) stored in the register 
72 according to the duplicate authorization information (CGMS) stored in the register 71, or performing decryption 
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processing. 

[0047] The MPEG 2 decoder 68 carries out decoding of the provided information decrypted with decryption 
equipment 67, and sends out the provided information in which a playback output is possible to the display controller 
80. A register 69 holds the provided information cryptographic key (5) of an equipment proper. Encryption equipment 
70 carries out encryption processing of the provided information cryptographic key (5) of the equipment proper 
stored in the register 69, and sends it out to drive equipment 40. 

[0048] A register 71 holds the duplicate authorization information (CGMS) decrypted with decryption equipment 66. 
A register 72 holds the provided information cryptographic key (5) of the equipment proper stored in the register 69. 
and the provided information decryption key (6) which makes a pair (for example, a value is common). 
[0049] 80 is a display controller which carries out the display output of the provided information outputted from the 
MPEG 2 decoder 68 to a display 81. In addition, at least, at the time of reproductive initiation or termination, the key 
value of registers 45 and 65 is once cleared, and is rewritten. Moreover, the key value of registers 69 and 72 may 
also be the configuration rewritten at the time of initiation of not only a fixed value but playback etc. 
[0050] Drawin g 3 thru/or drawing 6 are flow charts which show the procedure in the 2nd operation gestalt of this 
invention, respectively, among these drawing 3 and drawin g 4 are flow charts with which the flow chart, drawin g 5 , 
and drawing 6 which show the setting procedure of the various key information for encryption and decryption 
processing show the duplicate control procedure at the time of provided information read-out respectively, 
respectively. 

[0051] Drawin g 7 is drawing showing the information format for explaining the duplicate authorization information 
(CGMS) in the media file management information block recorded on the information record medium 20. Here, when 
bO and b1 of CGMS are "00". playback of duplicate information is permitted to all the regenerative apparatus 60, 
playback of exclusive duplicate information is permitted only to the regenerative apparatus used at the time of 
provided information read-out when bO and b1 were "01". and when bO and b1 are "11", playback of duplicate 
information is made into disapproval to all the regenerative apparatus 60. 

[0052] Here explains the actuation in the 2nd operation gestalt of this invention with reference to drawing 2 thru/or 
drawin g 7 . First, with reference to the flow chart shown in drawin g 3 and drawin g 4 , setting processing of the 
various key information for encryption and decryption processing is explained. 

[0053] In connection with the system startup according to playback directions, the code generator 41 of drive 
equipment 40 generates a code key (1) based on a random value ( drawin g 3 step 40a). The code key (1) generated 
from this code generator 41 is set to the register 62 of a regenerative apparatus 60 by control of CPU10 while it is 
held at a register 42 ( drawin g 3 step 1 0a, drawin g 4 step 60a). 

[0054] Moreover, the code generation equipment 61 of a regenerative apparatus 60 also generates a code key (2) 
based on a random value ( drawing 4 step 60b). The code key (2) generated from this code generator 61 is set to 
the register 43 of drive equipment 40 by control of CPU10 while it is held at a register 63 ( drawin g 3 steps 10b and 
40b). 

[0055] The code generation equipment 44 of drive equipment 40 generates a code key (3) using the code key (1) 
stored in the register 42, and the code key (2) stored in the register 43, and sets it to a register 45 ( drawing 3 step 
40c). 

[0056] Moreover, the code generation equipment 64 of a regenerative apparatus 60 generates a code key (4) using 
the code key (1) stored in the register 62, and the code key (2) stored in the register 63, and sets it to a register 65 
( drawing 4 step 60c). 

[0057] The read-out equipment 46 of drive equipment 40 sets duplicate authorization information (CGMS) to read- 
out and a register 48 from the information record medium 20 ( drawin g 3 step 40d). Encryption equipment 49 carries 
out encryption processing of the duplicate authorization information (CGMS) set to the register 48 using the code 
key (3) stored in the register 45 ( drawing 3 step 40e.). This duplicate authorization information (CGMS) by which 
encryption processing was carried out is passed to the decryption equipment 66 of a regenerative apparatus 60 by 
control of CPU 10 ( drawin g 3 step 10c). 

[0058] Decryption equipment 66 carries out decryption processing of the duplicate authorization information 
(CGMS) which was received from drive equipment 40 and by which encryption processing is carried out using the 
code key (4) stored in the register 65. and sets it to a register 71 ( drawin g 4 step 60d). 
[0059] The control device which is not illustrated in a regenerative apparatus 60 judges the contents of the 
duplicate authorization information (CGMS) stored in the register 71. and when it has recognized permitting playback 
of exclusive duplicate information only to the regenerative apparatus with which bO and b1 of duplicate authorization 
information (CGMS) are "01", and it was used at the time of provided information read-out it starts encryption 
equipment 70 ( drawin g 4 step 60e (Yes)). 

[0060] Thereby, encryption equipment 70 carries out encryption processing of the provided information 
cryptographic key (5) of the equipment proper currently stored in the register 69 fixed using the code key (4) stored 
in the register 65 ( drawin g 4 step 60g). 

[0061] Moreover, when bO and b1 of duplicate authorization information (CGMS) are not "01", dummy data (null 
value) is generated instead of a provided information cryptographic key (5) ( drawin g 4 step 60f)- 
[0062] CPU 10 transmits the dummy data replaced with the provided information cryptographic key (5) of an 
equipment proper or it by which encryption processing was carried out to the decryption equipment 50 in drive 
equipment 40 ( dr awin g 3 step 1 0d). 

[0063] Decryption equipment 50 decrypts the provided information cryptographic key (5) of the equipment proper 
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which was received from the regenerative apparatus 60 and by which encryption processing was carried out and 
sets it to a register 51. By the above processing, setting processing of the various key information for encryption 
and decryption processing is completed. 

[0064] Next the flow chart shown in drawing 5 and drawin g 6 is referred to. and the duplicate control processing at 
the time of provided information read-out is explained. CPU10 gives read-out directions of provided information to 
drive equipment 40 ( drawin g 5 step SI). 

[0065] If read-out directions are received from CPU10, read-out equipment 46 will start the control unit which is 
not illustrated in drive equipment 40. Read-out equipment 46 carries out drive control of the information record 
medium 20. and reads provided information (MPEG 2 data) and duplicate authorization information (CGMS) from the 
information record medium 20 ( drawin g 5 step S2). 

[0066] After the duplicate authorization information (CGMS) read from the information record medium 20 is stored 
in a register 48, it is supplied to encryption equipment 47. When encryption equipment 47 judges the contents of the 
duplicate authorization information (CGMS) stored in the register 48 and bO and b1 of CGMS are "00". When 
encryption processing of the provided information is not carried out but it outputs as it is (passthrough) and it is 
"01". Encryption processing of the provided information is carried out using the provided information cryptographic 
key (5) of the equipment proper stored in the register 51, and when it is "11", encryption processing of the provided 
information is carried out using the code key (3) stored in the register 45 ( drawing 5 step S3 -S7). 
[0067] The provided information (MPEG 2 data) outputted from this encryption equipment 47 is transmitted to the 
decryption equipment 67 in a regenerative apparatus 60 through system bus 10A ( drawing 5 step S8). 
[0068] If the decryption equipment 67 of a regenerative apparatus 60 receives provided information (MPEG 2 data) 
from the encryption equipment 47 in drive equipment 40 When the contents of the duplicate authorization 
information (CGMS) stored in the register 71 are judged and bO and b1 of CGMS are "00". When decryption 
processing of the provided information is not carried out but it outputs as it is (passthrough) and it is 01 , 
Decryption processing of the provided information is carried out using the provided information cryptographic key 
(6) of the equipment proper stored in the register 72, and when it is "11", decryption processing of the provided 
information is carried out using the code key (4) stored in the register 65 ( drawin g 5 steps SI 1-S16). 
[0069] After decoding of the provided Information (MPEG 2 data) outputted from this decryption equipment 67 is 
carried out by the MPEG 2 decoder 68, it is sent to the display controller 80 and a display output is carried out to a 
display 81 ( drawing 5 step SI 7). 

[0070] Under the present circumstances, when bO and b1 of duplicate authorization information (CGMS) are "00", 
by incorporating provided information (MPEG 2 data) to storage 30, CPU 10 cannot specify a regenerative apparatus 
but can carry out the playback output of that duplicate information at arbitration. 

[0071] moreover — a duplicate — authorization — information (CGMS) — b — zero — b — one — 01 - 

- it is — the time — provided information (MPEG 2 data) — storage — 30 — incorporating — things — encryption 

— processing — offering — having had — equipment — a proper — provided information — a cryptographic key - 

- ( — five — ) — a key — a pair — making — equipment — a proper — provided information — a cryptographic key 

— ( — six — ) — having — a regenerative apparatus — 60 — duplicate information — being reproducible . 

[0072] In addition, even if the key value of a register 72 is rewritten by subsequent regeneration by saving duplicate 
information at the store 30 with the cryptographic key (6) stored in the register 72 in this case, it becomes 
reproducible [ the duplicate information which corresponds by resetting the key information which carried out / 
above-mentioned / preservation to read-out and a register 72 ]. 

[0073] Moreover, since the value of a code key (4) has already changed at the time of playback although 
incorporated to storage 30 by making provided information (MPEG 2 data) into duplicate information when bO and b1 
of duplicate authorization information (CGMS) are "11". decryption processing cannot do the duplicate Information, 
therefore duplicate information can be reproduced in no regenerative apparatus. 

[0074] Under the present circumstances, the copy protection device which made possible precise authorization 
control of a more reliable arbitration amount-of-information unit is realizable by considering as the configuration 
which newly sets up the key value of registers 69 and 72, or the key value of registers 45 and 65 synchronizing with 
it whenever the contents of duplicate authorization information (CGMS) change. 

[0075] Thus, it is an information offer side, it can encipher for every provided information (every title of a movie or 
music), and since it considered as the configuration which cannot read information easily by computer etc., it is 
reliable and the duplicate control of provided information with the high availability by computer processing etc. is 
established. 

[0076] Moreover, since the information read by computer etc. can be prevented from reproducing a duplicate only 
with the information regenerative apparatus used at the time of read-out it enables just use of duplicate 
information and can eliminate unjust use. 

[0077] The system which can utilize the provided information by the reliable and always just duplicate which can 
control duplicate use to arbitration for every provided information by the medium side according to the operation 
gestalt of this invention, without showing the key information use for processing of encryption and a decryption as a 
computer apparatus also in the system by which it Is place between delivery of the information offer by a mass 
record medium etc. by the computer apparatus as mention above can be build. 

[0078] In addition, although mass disks which need drive equipment such as DVD and CD-ROM. were taken for the 
example as an information offer medium with the above-mentioned operation gestalt also in the system 
configuration to which an information offer medium exists outside through a communication line, this invention is 
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applicable like the above-mentioned operation gestatt In this case, it prepares in the information offer equipment of 
the exterior where each component except the read-out equipment 46 in the drive equipment 40 shown in drawin g 2 
serves as a communication link place, and the signalling channel shown in drawin g 2 with a broken line can be easily 
realized by transposing to a channel. 

[0079] Moreover, although encryption processing was carried out. respectively and duplicate authorization 
information (CGMS) and the provided information cryptographic key (5) of an equipment proper are transmitted with 
the above-mentioned operation gestalt it is also possible to exclude encryption processing according to the 
dependability which does not necessarily have to carry out encryption processing and is demanded. 
[0080] Moreover, although considered as the configuration which generates primary key information based on the 
random information on drive equipment 40 and the news regenerative apparatus 60, respectively with the above- 
mentioned 2nd operation gestalt Not only in this, at least for example either drive equipment 40 or the regenerative 
apparatus 60 The configuration whose drive equipment 40 and regenerative apparatus 60 generate primary key 
information based on random information, and carry out self-generation of the respectively temporary secondary 
key information based on the key information concenned in short What is necessary is just the configuration which 
generates temporarily the key information to which a drive and an information regenerative apparatus relate 
mutually using random information. 

[0081] Moreover, although considered as the configuration which prepares independently the provided information 
cryptographic key (5) of an equipment proper, and the provided information decryption key (6) of an equipment 
proper, respectively, and is separately stored in registers 69 and 72 in a regenerative apparatus 60 with the above- 
mentioned operation gestalt What is necessary is to use key information common to the provided information 
cryptographic key (5) and decryption key (6) of not only this but an equipment proper, and just to be able to grasp 
the inputted cipher system of provided information, and the contents of the cryptographic key, in order that a 
regenerative apparatus 60 may, in short, carry out decryption processing of the inputted provided information. 
[0082] Moreover, a duplicate is reproducible with the regenerative apparatus 60 which has the provided information 
cryptographic key (5) key of the equipment proper with which encryption processing was presented, and the 
provided information cryptographic key (6) of the equipment proper which makes a pair in the 2nd operation gestalt 
Although alternatively considered as the configuration using the duplicate controlling mechanism to which only a 
time cost copy is permitted, and the duplicate controlling mechanism which made playback of a duplicate impossible 
in all regenerative apparatus For example, the configuration which chooses a copy free-lancer's duplicate 
authorization mode, and the duplicate authorization mode which makes playback of a duplicate impossible in all 
regenerative apparatus. Or the combination in duplicate authorization modes of arbitration, such as a configuration 
which chooses a copy free-lancer's duplicate authorization mode and the duplicate authorization mode of a time 
cost copy, is possible. 

[0083] Moreover, although aimed at the system by which it is placed between delivery of the provided information 
offered by a mass record medium, communication media, etc, by the computer in the above-mentioned operation 
gestalt Even if it is the system configuration to which it is not directly placed between delivery of provided 
information by the computer irrespective of this system configuration For example, communication media with the 
transmitting function of the drive or provided information which reads provided information from record media, such 
as MD, CD-ROM, and DVD, The duplicate controlling mechanism of arbitration shown in the above-mentioned 
operation gestalt in the interface part between the equipment which can reproduce provided information in between 
the equipment which reproduces the reading data is applicable. 

[0084] Moreover, although provided information in which compression processing was carried out by MPEG 2. such 
as a movie and music, was mentioned as the example with this operation gestalt, also in the system configuration 
made applicable to playback including the data in which compression processing was carried out by not only this but 
MPEGl or MPEG4 etc., this invention is applicable. 
[0085] 

[Effect of the Invention] In the system by which it is placed between delivery of the provided information offered by 
a mass record medium, communication media, etc. by the equipment which a computer etc. can duplicate process 
according to this invention as a full account was given above The ** which does not show the key information used 
for processing of encryption and a decryption as the equipment which a computer etc. can duplicate process. The 
utilizable duplicate control approach and duplicate control unit of the provided information by the reliable and always 
iust duplicate which can control duplicate use to arbitration for every provided information by the medium side can 
be offered. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing the fundamental system configuration in the 1st operation gestalt of this 
invention. 

[Drawin g 2] The block diagram showing the system configuration in the 2nd operation gestalt of this invention. 

[Drawing 3] The flow chart which shows the procedure in the 2nd operation gestalt of this invention. 

[Drawing 4] The flow chart which shows the procedure in the 2nd operation gestalt of this invention. 

[Drawing 5] The flow chart which shows the procedure in the 2nd operation gestalt of this invention. 

[ Drawin g 6] The flow chart which shows the procedure in the 2nd operation gestalt of this invention. 

[Drawing 7] Drawing showing the information format for explaining the duplicate authorization information (CGMS) in 

the media file management information block recorded on the information record medium 20 in the operation gestalt 

of this invention. 

[Description of Notations] 

1 — Computer apparatus (PC) 

2 — DVD (mass storage medium) 

3 — External storage 

4 — DVD drive (drive equipment) 

6 — MPEG board (information regenerative apparatus) 

10 — CPU 

10A — System bus 

20 — Information record medium 

30 — Storage 

40 — Drive equipment 

41 44 — Code generation equipment 
42, 43. 45. 48, 51 — Register 

46 — Read-out equipment 

47 49 — Encryption equipment 
50 — Decryption equipment 

60 — Regenerative apparatus 

61 64 — Code generation equipment 
62. 63. 65. 69. 71. 72 — Register 

66 67 — Decryption equipment 

68 — MPEG 2 decoder 

70 — Encryption equipment 
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